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Wireless internet and RUGmail on an iPhone

This manual describes how you can use the iPhone Configuration Utility to create a
profile for your iPhone with which you can gain access to:

e The wireless internet within buildings of the RUG and other, with eduroam
affiliated, educational institutions (eduroam and RuG-FN2) and the
wireless internet outside buildings of the RUG (Eduroam).

e RUGmail, to send and receive your RUGmail on your iPhone.
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1. Downloading and installing the iPhone Configuration Utility

Download the freely available iPhone Configuration Utility for Windows via
http://support.apple.com/kb/DL926 and install this on your Windows pc.

The installation is simple. By double clicking on the installation file, clicking on next,
agreeing with the license conditions, again clicking on next and subsequently
clicking on the install button, the utility has now been installed.

2. Creating a RUG profile
Open the iPhone Configuration Utility and connect the iPhone to your pc.

Select Configuration Profiles and click on the button New.

Edit  View Window Help iPhone Configuration Utility

|i Devices
Applications
| Provisicning Profiles

+ Configuration Profiles

DEVICES
[ 5o-C iPhone

Click on the button General and enter the following information:
e Name: RUG
¢ Identifier: nl.rug.draadloos/mail
e Description: Configuration wireless internet and RUGmail

Identity
_, Passcode Name
Not Configured Display name of the profile (shown on the device)
|RUG
|
r"'“, Restrictions ‘ T
Not Configured Identifier

Unigue identifier for the profile (e.g. com.company.profile)
nl.rug.drzadloos/mail

o Wi-FI

3 Payloads Configured
Organization
Mame of the organization for the profile

(1, VPN
u Not Configured

- Email
‘! 1 Payload Configured

(e, Exchange ActiveSync
L2 Mot Configured

Description
Brief explanation of the contents or purpose of the profile
“ Instellingen draadloos internst en RUGMail

i LDAP
@ Mot Confiqured

Do you have any questions?
At www.rug.nl/cit/servicedesk/overzichtservicedesk you will see how and where the servicedesk can be reached
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2a. Wireless internet access

Click on the button Wi-Fi on the left side of the screen and click on Configure, next
enter the following information:

e Service Set Identifier: eduroam

e Security Type: Any Enterprise

() Passcode Service Set [dentifier
Mot Configured Identification of the wireless network to
edurcam
IiF", Restrictions ‘
| ] Mot Configured [_| Hidden Network

Enable if the target network is not open

1 Payload Configured Security Type

Wireless network encryption to use whe

1. VPN : -
Q Mot Canfigured ﬂ [ Any (Enterprise) =

¢ Click on the tab Protocols (still under the button Wi-Fi)
e Select TTLS under Accepted EAP Types
e Select PAP under Inner Identity

Protocos

Accepted EAP Types
Authentication protocols supported on target network

[l Ts ] LEaP  [] EAP-FAST
o TTLs [ PEAP L] EAP-SIM
EAP-FAST
Configuration of Protected Access Credential {PAC)
L] us=pac
Provision PAC
Provision PAC Ananymaously
Inner Identity
Authentication protocal (for use only with TTLS)

PAP = -

¢ Click on the tab Authentication (still under the button Wi-Fi)
e Enter behind Username your context:
(Pxxxxxx@staff.rug.nl or Sxxxxxxxx@student.rug.nl)

e Authentication

Username
Username for connection to wireless network

PIOCCOO@staf.rug.nl of SXOCCO@student. rug.nl “

[_| Use Per-connection Password
Reguest during connection and send with authentication

The profile for eduroam has been created.

Do you have any questions?
At www.rug.nl/cit/servicedesk/overzichtservicedesk you will see how and where the servicedesk can be reached
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Add through the plus sign an additional Wi-Fi profile for RuG-FN2 and Eduroam
Click on the plus sign

(o) Passcode

& Mot Configured Wi-Fi D (F
)y Restrictions e e L enter okt o 1
!_J Mot Configurad Tdentification of the wireless network to connect to

eduroam

] Hidden Network
Enable if the target network is not open or broadcasting

and subsequently take the same steps as mentioned under 2a to create a Wi-Fi
profile with as Service Set Identifier RuG-FN2 and the exact same configuration
details as used for eduroam.

Again click on the plus sign and create an additional Wi-Fi profile as mentioned

under 2a with the Service Set Identifier Eduroam, again use the exact same
configuration details as used in the other profiles.

Now the following 3 Wi-Fi profiles have been configured:
e eduroam (within the RUG and other educational institutions)

¢ RuG-FN2 (within the buildings of the RUG)
e Eduroam (outside the buildings of the RUG)

2b RUGmail
Enter within the same configuration profile your RUGmail settings.

Click on the button Email on the left side of the screen and next on Configure.

? i ‘| General
Mandatory

[ Passcode
i Mot Configured X . .
L“ Configure Email Policy
[} Restrictions
( {1 7 mot Configured Use this section to define settings for connecting to your
- POP or IMAP email accounts.

~ Wi-Fi

3 Payloads Configured

(3, VPN
] Mot Configured

'~ Exchange ActiveSync
€A ek Canfinnrad



enter the following information:

Account Description: RUGmail

Account Type: choose for IMAP

Account Name: the name which will be displayed
Email Address: your RUGmail address

Click on Incoming Mail and enter:
¢ Mail Server and Port: imap.rug.nl
e User Name: your P- or S-number
e Password: your central password

Select Use SSL (the port number will automatically be changed into 993)

 Passcode Account Description
" Mot Configured The display name of the account (e.g. "Company Mail Account™)
RUGMail
[ ", Restrictions
_I."_J Mot Configured Account Type
The protocol for accessing the email account
. Wi-Fi - Foore
. IMAP &| Path Prefix:
= 3 Payloads Configured
Account Name
i :;I(I:orﬁ o The name of the account (e.g. "John Appleseed™)
el e John Appleseed

Email Address
The address of the account (2.g. "john@company.com™)

/A Exchange ActiveSync J.Applessed@rug.nl

L/ Mot Configured
Gty )T Outgoing Miail

LDAP
Mot Configured

Mail Server and Port
calDav Hostname or IP address, and port number for incoming mail
Mot Configured imap.rug.nl : (993
Subscribed Calendars User Name

Mot Configured The username used to connect to the server for incoming mail
3 PGl
§-§ Web Clips
Mot Configured Password
R Password for the incoming mail server
wo. Credentials e
Mot Configured
[] Use Password Authentication
[, SCEP Authenticate with server using password (will prompt user)
f223| Not Configured
: ¥ usessL
‘4% Advanced Retrieve incoming mail through secure socket layer
Mot Configured

Do you have any questions?

At www.rug.nl/cit/servicedesk/overzichtservicedesk you will see how and where the servicedesk can be reached



Click on the button Outgoing Mail and enter:

Mail Server and Port: asmtp.rug.nl

User Name: your P- or S-number

Password: your central password

Select Use Password Authentication

Select Use SSL (the port number will automatically be changed into 465)

—_ncoming vai [V ————

Mail Server and Port
Hostname or IP address, and port number for outgoing mai
asmtp.rug.nl HEE =

User Name
The usamame used to connect to the server for outgoing mail
pAOO000

Password
Password for the outgoing mail server
P ——

[ Use Password Authentication
Authenticate with server using password (will prompt wser)

[ ] Outgoing Password Same As Incoming
SMTP authentication uses the same password as POP/TMAP

¥ UsessL

send outgoing mail through secure socket layer

The configuration profile for wireless internet and RUGmail has now been
configured.

3. Installing the RUG profile on your iPhone

Connect the iPhone to your pc to install the RUG profile you just created.
Make sure that the iPhone Configuration Utility is opened on your pc.

Select under Devices on the left side of the utility screen your iPhone, click on the
tab Configuration Profiles where the profile you just created will be shown and
click on the button Install.

File Edit View Window Help iPhone Configuration Utility

F o

Add Share  Export

LIBRARY
[} Devices 1 : Configuration Profiles
[} Applications Manage configuration profiles
| -] Provisioning Profiles Name - | Hres Install I
%4 Configuration Profiles - | RUG nl.rug.draadloos/mail [ Install l

[ o

The eduroam profile will now be transferred to your iPhone.



Now take your iPhone and tap on Install.

_allvoda... 3G 09:45 =
| Cancal Instéll Profﬂe
RUG
overired [T
o] n Il I internet
en RUGmail

Signed iPCU CA 161a883-fa47-439f-
B8965-9fbedd5fbd1d

Received 7 May 2010

Contains Email Account
3 WiFi Networks

More Details >

And confirm by tapping on Install Now.

Install Profile

g this profile will change
settings on your iPhone.

Cancel Install Now

Enter your RUG password (to establish the connection with the wireless internet).

Lallvoda... 3G 09:46 =

Cancel nter Password Next

Enter your password for the WiFi
account “p221489@staff.rug.nl”

ﬁequired by the “WiFi (edurcam)” profile

efwie|r|T|v|u]i]o]fp]
Als|o]Flafn|ak]L

% B0EUODD S

Tap three times on Next and repeat entering your password three times as well.

Please Note!: this concerns the amount of configured Wi-Fi profiles and only needs
to be done once, only during the installation of the configuration profile.

Do you have any questions?
At www.rug.nl/cit/servicedesk/overzichtservicedesk you will see how and where the servicedesk can be reached
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Next tap on the button Done.

.allvoda... 3G

09:49 =

Profile Installed Done

-

@ Verified

Description

Signed

Received

Contains

Instellingen draadloos internet
en RUGmail

iPCU CA f161a883-fa47-4391-
8965-9fbeddsfod1d

7 May 2010
Email Account

3 WiFi Networks.

More Details

. y

Tap on the Settings button of your iPhone.

Subsequently tap on not Connected > behind Wi-Fi.

.allvoda... 3G 09:51 ==

, Airplane Mode OFF )
& wiFi

lNot Connected »

Carrier vodafone NL >
@ Notifications On »
kbl Sounds >
ﬁ Brightness >
@ Wallpaper >

and next on eduroam (do not tap the arrow button!).

-all vodafor 3G 09:52 ==

sengs  Wi-Fi Networks

<

A 4

Choose a Network...

a=©
RuG-FN2 R >)
Other... >

3

|/ Ask to Join Networks m

Known networks will be joined automatically.
If no known networks are available, you
will be asked before joining a new network.

v

Do you have any questions?
At www.rug.nl/cit/servicedesk/overzichtservicedesk you will see how and where the servicedesk can be reached
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Accept the certificate by tapping on Accept.

-all voda... 3G 09:54 ==

24 radiol.service.rug.nl

AddTrust External CA Root

Not Verified

Description Client Authentication
Expires 18 Mar 2013 00:59:59

More Details

v

After the certificate has been accepted you will be connected with eduroam.
Repeat the steps mentioned under 3. for the network RuG-FN2 and -if you are
outside of the RUG buildings- for Eduroam (this network will not be found inside of
the RUG buildings).

Once your iPhone has been connected with a network it will automatically connect
the next time you are within range of this network.

To access to your RUGmail tap on the envelope icon.




